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MWEB Business offers protection solutions for small business
Small and medium sized companies often don’t have the resources to invest in expensive technology to protect their businesses from threats online. South Africa’s leading Internet Service Provider (ISP), MWEB has recently launched two new free offerings for SMEs that will help protect their businesses from online security threats.
This month, MWEB became the first ISP in South Africa to offer free anti-virus and firewall protection to its customers through a deal with international online security company, McAfee. 

“With the rate of virus infections on the increase in SA, choosing the correct security partner was crucial. McAfee is experienced in servicing large ISP’s, has a proven international track record with its award-winning security products and is one of the top international choices for virus protection and firewalls,” says Gary Hart, General Manager for Marketing and Products at MWEB Business.
MWEB’s free Total Protection service, powered by McAfee offers benefits such as managed anti-virus including the scanning of incoming and outgoing e-mails, firewall protection as well as a managed spyware service. 
The second offering is a service called ADSL Protected Access, and is designed to help combat another potential threat – that of bandwidth theft. Those small businesses and home users who have fallen victim to the crime of bandwidth theft find their data cap being used up by criminals, which means they then have to purchase additional bandwidth in order to continue accessing email or the Internet.

Hart said: “We are aware that the scourge of bandwidth theft is increasing and are constantly educating our members and customers about how to prevent it.  The ADSL Protected Access service resides on the SAIX network and works by blocking unsolicited incoming connections on four vulnerable ports on an ADSL router. These four ports are most often exploited by criminals targeting victims for bandwidth theft. 

“While most big corporates have firewalls which prevent unsolicited access to their Internet connections, small businesses and home users generally don’t, and are therefore more vulnerable. Protected Access will not affect existing anti-virus programmes, incoming or outgoing emails, or the ability to view Web pages. It also won’t affect existing proxy settings or VPN connections.”
The Protected Access service is a free, value-added service to MWEB customers. It is not a programme, so it doesn’t have to be downloaded and installed; it simply needs to be activated in MWEB’s “My ADSL Account” section.
“We would still recommend to our customers that they change the default settings (including the username and password) on their routers and install a reputable anti-virus and firewall, such as McAfee. Together with the Protected Access service, this helps to make an ADSL connection as secure as it can be,” Hart concluded. 
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