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Internet Myths – Busted 

 

The Internet can be pretty intimidating – particularly if you’re a new user. Many stories and tall tales abound, but how do you know which are true and which are pure urban legend? South Africa’s leading Internet Service Provider, MWEB, has come to the rescue with simple explanations for some common Internet myths. 

 

Myth 1 – if you get a “virus warning” email – send it to all your friends to help them avoid it

False – Most “virus warning” emails are actually viruses themselves! For example, an email with "Mail Server Report" in the subject line is a virus and should not be opened. It comes with an attachment and the message tells you that a worm was detected in an e-mail that you sent out and asks you to open and install the attachment to fix the problem. Only, it IS the problem. Delete the e-mail immediately and do not send on to anyone else. Better still, get a reputable anti-virus programme, such as McAfee Total Protection, available free to all MWEB subscribers, and avoid these kinds of viruses altogether.

 

Myth 2 – If you forward this email to 10 friends, South African Breweries will send you free beer for a year.

False – this is a prank message, designed mainly to do damage to SAB (or Anheuser-Busch or Miller Brewing Co – depending on which version of this prank message you receive). If it sounds too good to be true, it probably is, so delete it and save yourself the embarrassment of believing this nonsense. 

Myth 3 – Hackers are geeks and nerds, sitting in dark rooms, eating pizza all day

False – you’re more likely to spot a hacker in a business suit, working in a full-time job, than in a pizza-box filled basement.  Most hackers are bright, intelligent people, who have a malicious desire for power and control, and they love being able to access things they shouldn’t, like NASA’s website or your Internet banking account!

 

Myth 4 - There's nothing on my computer that a hacker would want
False - Attackers do not just want your personal information (although many do) but rather the computing power and bandwidth, which you own (particularly if you have broadband). If they can get your bandwidth, they can use your PC to send spam and hide illegal activities. Best way to avoid being a target is to enable all the security settings on your router and install a firewall, such as that offered with McAfee Total Protection, to avoid outside attacks.  

Myth 5 - The Internet is a public place 
False - The Internet comprises of many privately owned networks, and content is transferred to subscribers by intermediaries. So while there are many sites on the ‘net which are “public” in that anyone can access them, even these are owned and managed by someone, or some company.
 

Myth 6: The Internet is full of pornography
False - in fact, pornography on the Internet is just a tiny fraction of what goes on there. It’s like the number of sex-shops in Joburg in comparison with all the other shops. If you look up "sex-shops" in the Yellow Pages, you'll find a few, but if you don't actually go inside them, you'll never see any pornography at all. And the Internet is the same. However, to protect yourself, and particularly your kids from accessing any of these sites by mistake, install a parental control programme like Web Filter from MWEB, which will prevent them accessing sites that you deem unfit for their viewing. 
 

Myth 8 – You can always trust information on the web

False – Although there is a lot of useful, educational and interesting content on the Internet – not all of it is accurate. You need to make sure you are getting your information from a credible, reliable source before taking it as fact. Your Internet Service Provider (ISP) can recommend reputable sites and places from which to get information – check your ISP’s homepage as a good starting point.

 

Myth 9 - I have antivirus software, that's all I need to protect myself
False - Antivirus software makes use of virus detection signatures, which can only be created when a virus is actually “caught” and then analyzed and a protection put in place to detect and stop it from being activated. You can therefore be at the mercy of new fast moving viruses and lesser know viruses that have not been detected yet. To make sure you’re protected, you should keep your anti-virus software up to date with the latest protective definitions, but also make use of anti-spyware software and a firewall to keep potential malicious elements out.
 

Myth 10 - My ISP protects me
It depends who your ISP is. MWEB goes a long way to protecting its members by filtering emails for viruses and spam, providing free McAfee antivirus software and firewall for your PC, and blocking access to vulnerable ports on your router. However, it’s up to you to keep your anti-virus up to date, and practice responsible online behaviour such as not downloading content from untrustworthy sites, or opening suspicious email attachments. 

 

Some interesting facts you probably didn’t know about the Internet:
         One in six people worldwide actively use the Internet. 
(source: www.internetworldstats.com)
         There are about 30 billion individual web pages on 109 million websites 
(source: www.netcraft.com)
        There are 3.7 billion possible addresses for hosts on the Internet. As of January 1, 2007, 2.4 billion of those were in (some kind of) use and 1.3 billion were still available. About 170 million new email addresses are given out each year. So at this rate, seven and a half years from now, we'll run out of new email addresses 
(source:  http://arstechnica.com/articles/paedia/IPv6.ars)
         WWW is the longest possible three-letter acronym to pronounce, requiring nine syllables. Therefore, the shortened form of “World Wide Web” takes three times longer to say than its long form (source: www.wikipedia.com)
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